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Standard Terms for Activities Involving Children and Young People!

1. Guiding Principles. The Parties agree to use all reasonable efforts to ensure that the agreed activities
are risk assessed, planned, developed and implemented in accordance with the following guiding
principles:?

1. | Transparent Children and young people must be provided with full, accessible, diversity-
and informative | sensitive and age-appropriate information about their right to express their
views freely and their views to be given due weight, and how this participation
will take place, its scope, purpose and potential impact.

2. | Voluntary Children and young people should never be coerced into expressing views
against their wishes and they should be informed that they can cease
involvement at any stage.

3. | Respectful The views of children and young people have to be treated with respect and
they should be provided with opportunities to initiate ideas and activities.

4. | Relevant The issues on which children and young people have the right to express their
views must be of real relevance to their lives and enable them to draw on their
knowledge, skills and abilities. In addition, space needs to be created to enable
children and young people to highlight and address the issues they themselves
identify as relevant and important.

5. | Child-friendly Environments and working methods should be adapted to children’s and young
people’s capacities. Consideration needs to be given to the fact that children
and young people will need differing levels of support and forms of involvement
according to their age and evolving capacities.

6. | Inclusive Participation must be inclusive, avoid existing patterns of discrimination, and
encourage opportunities for vulnerable and marginalized children and young
people, including all genders, to be involved.

7. | Supported by Adults need preparation, skills and support to facilitate children’s and young
training people’s participation effectively, to provide them, for example, with skills in
listening, working jointly with children and young people and engaging them
effectively in accordance with their evolving capacities.

8. | Safe and Adults have a responsibility towards the children, adolescents and young

sensitive to risk | people with whom they work and must take every precaution to minimize the
risk to them of violence, exploitation or any other negative consequence of

their participation. Children and young people must be aware of their right to
be protected from harm and know where to go for help if needed.

! This is applicable to people from 0 to 24 years old. UNICEF mandate covers both the first (0-9) and second decade
(10-18) of age. Although the term “children” refers to “people under the age of 18", the formula used in UNICEF SP
(2022-2025) is “children and adolescents” which underlines the importance of a specific focus on adolescence and
its specific needs. In this document, since UNICEF often works with young people (10-24) as agents of change, the
formula “children and young people” is used in the place of “children, adolescents and young people” for simplicity.

2 Source: Committee on the Rights of the Child, 2009, General Comment No. 12 The Right of the Child to be Heard,
CRC/C/GC/12, para.134.




9. | Accountable A commitment to follow-up and evaluation is essential. For example, in any
research or consultative praocess, children and young people must be informed
as to how their views have been interpreted and used and, where necessary,
provided with the opportunity to challenge and influence the analysis of the
findings.

2. Conduct and Training. Facultad Latinoamericana de Ciencias Sociales FLACSO, Ecuador confirms that
its personnel, associates, and their personnel and associates, including contractors and sub-
contractors, engaging with or otherwise coming into contact with children or young people in the
agreed activities (including direct contact and online activities and those involving children’s data):

a) Will respect the local laws, customs, and any other safeguarding requirements confirmed by
UNICEF to be relevant to the engagement and conform to a high standard of moral and ethical
conduct with regards to the safeguarding and protection of children, and young people.

b) Have (i) satisfactorily completed the UNICEF Prevention of Sexual Exploitation and Abuse (PSEA),
Child Safeguarding [and include any other relevant training] trainings (or equivalent training as
required by their own organisation), and (ii) signed the Code of Conduct attached to this
Agreement as Annex. FLACSO, Ecuador will select personnel and associates that are fit to work
with children and young people and ensure that each comply with the Code of Conduct.

3. Reporting. The FLACSO Ecuador will ensure that appropriate and effective channels for raising
concerns and reporting are in place. If FLACSO, Ecuador becomes aware of any violation of the
Code of Conduct, or any sexual exploitation or abuse, child safeguarding or other similar concerns,
it willimmediately report this to UNICEF. The Parties will consult without delay and work together
to address the violation or concern, including any necessary provision of assistance to a child or
young person and, as relevant, the removal of individuals, from contact with affected persons.
Reports should be made in accordance with the General Terms and Conditions confidentially, and
to either the UNICEF signatory of the contract or the UNICEF Office of Internal Audit and
Investigations (integrityl@unicef.org). In that regard, if such report involves a member of
FLACSO's personnel or associates, UNICEF may require that such person is suspended from
participation in the Project which will be respected by the FLACSO, Ecuador.

On-site responsibilities. With respect to any on-site opportunities for children or young people provided
by FLACSO, Ecuador as part of the PD ECU/PCA202371/PD2023168; “Implementacién de un modelo de
gestion local para aportar a la estrategia de reduccion de la desnutricidn crénica infantil en parroquias y
cantones seleccionados de la provincia de Chimborazo”, FLACSO Ecuador will be responsible for:

a) Assessing and managing risks associated with where, how and whom children or young
people are engaged in activities (whether in person or online, including the use of data), and
how such risks will be mitigated;

b) providing a safe, inclusive and supervised® working environment free from harassment,
discrimination or prejudice, including space for children or young people’s views and feelings
to be heard and seriously considered; and

? ‘Supervised’ means that the supervisor works within close proximity of the child or young person and that they
have easy and regular access to their supervisor.
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c) making and maintaining all appropriate security, health and safety, data privacy and
insurance arrangements for all the children or young people engaged in the internship and
other opportunities offered by FLACSO, Ecuador under this Agreement.

Images and Stories. If FLACSO, Ecuador wishes to collect and/or use images (photo/video) or
personal stories of children and/or young people as part of this Agreement in its communications
(whether internal or external, online or otherwise), it will first discuss and agree with UNICEF on the
parameters and conditions prior to doing so, including, on any safeguarding measures such as the
protection of the person’s identity as necessary (based on a risk assessment and in consultation with
UNICEF). In all cases, FLACSO, Ecuador will be responsible for ensuring that:

a) all relevant consents and releases of each child or young person (through their guardian, if
applicable) is obtained in advance, including for the proposed uses of such images and
stories. Such consent must be freely given, specific and informed and without any coercion.*
FLACSO, Ecuador will also be responsible for complying with all applicable laws in respect of
the collection and processing of such imagery and data protection;

b) all capture and uses of such images and stories comply with UNICEF’s Standard on child
safeguarding in multimedia — photo and video; Standard on Child Safeguarding in Corporate
Partner Image Use; Standard on Child Safeguarding in Media Engagement and Interactions;
and Guidelines Respectful Child Imagery: Avoiding Harmful Stereotypes.;

c) allimages, and uses of such images, remain positive and respectful in accordance with the
guidance on exclusionary and sensitive images, design, and copy; and

d) images and stories of children or young people that are part of these activities are not used
to promote or endorse FLACSO, Ecuador’s products and services.

For the purposes of this Section (4), the term “images” means all visual forms of representation of a
person or group of persons, including, but not limited to, photographs and videos.

Personal Data Protection. UNICEF recognizes that FLACSO, Ecuador may need to collect and use
certain personal attributes (e.g., personal information) on and about the children or young people
to fulfil the purposes of agreed activities. Such personal attributes may include name, phone
number, age, where they live, parental contact information, etc. FLACSO, Ecuador confirms that they
will only collect and further use information that is necessary for fulfilment of specified agreed
activities, in line with any identified child safeguarding requirements and that they have in place
appropriate measures to keep this personal information safe and confidential. Each of the Guiding
Principles stipulated in this Agreement apply equally to the collection, handling and protection of
children and young people’s personal information. In all cases, FLACSO, Ecuador will be responsible
for ensuring that:

a) the need and purpose for the collection of children or young people’s data is explicitly
clarified and the processes for collecting such data does not cause a significant risk of harm
to the individuals;

b) all relevant and transparent privacy notices are provided and assents and consents of each
child or young person is obtained, through their guardian if applicable, in advance of the
collection of personal information. Consent must be freely given, specific and informed and

4 See UNICEF Policy on Personal Data Protection for further information on consent




d)

e)

f)

without any coercion. FLACSO, Ecuador will also be responsible for complying with all
applicable laws, including in relation to data protection, in respect of the collection and
processing of personal information;

FLACSO, Ecuador personnel and associates shall only request access to children or young
people’s personal information when it is essential to the performance of the activities, and it
will be strictly on a need-to-know basis, and such access will be appropriately reviewed and
monitored;

In the event that child or young person and or guardian requests to delete their personal
data, or when the processing of the personal information is no longer necessary for the
performance of the agreed activities, FLACSO, Ecuador will cease using any personal data
and/or content containing personal information provided to FLACSO, Ecuador within a
reasonable time period and erase all records of the same, including without limitation erasing
the personal data and/or content containing personal data from any ‘live’ public sites and
platforms;

all sharing of children or young people’s personal information with FLACSO, Ecuador
associates, service providers or other third parties will be restricted to the purposes the
information was originally collected for unless additional consent has been obtained from
the children or young people. FLACSO, Ecuador is responsible for ensuring that any third party
with access to children or young people’s information are held to the same high standards in
their handling and protection of this information as is FLACSO, Ecuador; and

FLACSO, Ecuador will not sell children or young people’s personal information or use it to
promote or endorse FLACSO, Ecuador products and services.

**ENDS***

For Partners:
Name: Felipe Burbano de Lara
Title: Director FLACSO - Ecuador

Signature:

Ve
L L

/

-

For United Nations Children’s Fund:
Name: Luz Angela Melo
Title: Representante

Signature:

b L i
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FINAL DRAFT 2023.1.25 (updated and adjusted to the new PCA template issued in Jan 2023)

TEMPLATE DATA PROCESSING AGREEMENT FOR IMPLEMENTING PARTNER
(ONLY FOR USE WITH PARTNER THAT HAS SIGNED A PCA WITH UNICEF)

INSTRUCTIONS

Scope: This template is for a Data Processing Agreement when an Implementing Partner (Partner) that has signed a
Programme Cooperation Agreement (PCA) with UNICEF will be receiving access to personal data or collecting personal
data as part of the Partner's work under a Programme Document with UNICEF. This Agreement is a supplemental
agreement to the PCA and the Programme Document and does not replace the UNICEF PCA General Terms and
Conditions. All UNICEF offices can use this new template.

Audience: The UNICEF Project Manager (referred to as “you” in these instructions) who is coordinating the sharing or
processing of the personal data with the Partner is responsible for completing this template in accordance with the
instructions. This Agreement needs to be cleared and signed by the same UNICEF staff that signed the underlying PCA
and Programme Document with the Partner.

Applicable Policies: Please continue to comply with all applicable UNICEF policies and clearance requirements,
including the DAPM Procedure on Programme Implementation and Instruction Handbook, UNICEF Procedure for
Ethical Standards in Evidence, UNICEF Policy on Personal Data Protection. This template does not replace those
policies, nor does it address all policy areas that may be relevant in a particular case.

Legal Clearance: This template is comprised of two sections which together are the legally binding Data Processing
Agreement:

e |Letter Agreement (i.e. the first part of this document)

e  Annex — Data Processing Details (i.e. the second part of this document)
You may modify the Annex without obtaining Legal Office clearance, but you cannot modify the Letter Agreement
without Legal Office clearance. If you wish to make modifications to the Letter Agreement, please contact the DAPM
Data Protection Team through the Evidence Helpdesk, who will coordinate with and seek clearance from the Legal
Office.

When completing the template: OWN IT, PRACTICE IT! Remember, it is your

responsibility to set this agreement up correctly
and implement and monitor compliance. This is
not just a form filling exercise.

Check for each personal data point, whether it is e Be familiar with the agreement (and the
necessary to reach the specified purpose. féaSoﬁ# for'HMCEfF-'s' positions) so you can

¥" Be sure to have a legitimate basis for the processing of % MY P R r
the personal data in accordance with Section 15 of the ::kethe.l’artner understand its obligations

UNICEF Policy on Personal Data Protection. : £ ue, BEE . g
v Dealing with particularly sensitive personal data = ® Don't leave it until the end to prepare this

¥ Be sure to know what personal data sets or
components of personal data sets are legitimately
required by the Partner and for what specific purpose.

requires appropriate safeguards and, if likely causing | agreement. If you know you're going to
high risks, a Data Protection Impact Assessment under need to share Personal Party Data with the
the UNICEF Policy on Personal Data Protection (Section Partner, deal with this at the same time as
12). you establish the PCA with the Partner.

¥ If you intend to provide personal data received from a e Make sure you write down the access
third party, like a Government, to the Partner, ensure details 1

:I':;Lrs:t‘:’r;ihti::ig?:rty has authorized such data transfer 5 Take care and pay atiertion to il the
v' If the data processing is being done as part of an instructions and details.
evidence project outside of routine programme data | ® Read it through - does it make sense?
collection you must undertake a formal ethical review Would someone else be able to pick this up,
if the project meets the criteria outlined in the UNICEF
Procedure for Ethical Standards in Evidence.
v If you wish to include any additional legal terms (e.g. on intellectual property, termination etc.), these need to be
discussed with, and cleared by, the Legal Office (see above).
v" Ensure that the entire document is internally consistent — between the Letter Agreement and the Annex. When
you make modifications to the Annex, check that all elements of the Letter Agreement still make sense.
v And remember: COMPLETE all fields and DELETE all instructions before sharing the document with the Partner.
v" Guidance, questions and sharing best practice: For any questions about how to use this template or for support in
completing the template (including suggested Additional Security Measures for personal data and other highly
sensitive data), please contact the Evidence Helpdesk or via email at dataforchildren@unicef.org.




FINAL DRAFT 2023.1.25 (updated and adjusted to the new PCA template issued in Jan 2023)

UNICEF ECUADOR
24.08.2023

Facultad Latinoamericana de Ciencias Sociales — Sede Ecuador
Pradera y Diego de Almagro

PCA: Implementacion de un modelo de gestion local para aportar a |a estrategia de reduccion de Ia
desnutricién crénica infantil en parroquias y cantones seleccionados de la provincia de Chimborazo;
Programme Document Title: PD ECU/PCA202371/ eTools Reference N.PD2023168

Collection of, Access to and Processing of Personal Data - Confidentiality Obligations
Dear UNICEF ECUADOR

We refer to the Programme Cooperation Agreement (“PCA”) and Programme Document (“PD”)
identified in the Annex to this Agreement between the United Nations Children’s Fund (“UNICEF”) and
your organization, Facultad Latinoamericana de Ciencias Sociales — Sede Ecuador; (the “Implementing
Partner”, “Partner” or “you”). To facilitate the fulfillment of your responsibilities under the PCA and
the implementation of the parts of the Programme assigned to you under the PD, UNICEF instructs
you to collect, access, use and/or otherwise process (collectively, “processing”) certain personal data
specified in the Annex to this Agreement (collectively, the “Data Sets”).

This letter (together with the Annex attached to this letter, this “Agreement”) is to confirm that UNICEF
instructs you to process the Data Sets on the conditions set out below in this Agreement and in line
with any additional documented instructions by UNICEF. All capitalized terms used but not defined in
this Agreement have the meaning assigned to them in the Annex to this Agreement or in the PCA. The
terms contained in this Agreement are in addition to, and not in replacement of, the terms of the PCA
and PD. This Agreement, the PCA and PD will be construed and interpreted as complementary of one
another.

1. Data Rights. You accept and acknowledge that the Data Sets are proprietary to UNICEF or the
relevant third parties identified in the Annex to this Agreement (collectively, the “Third
Parties”) as identified in the Annex and that you will not claim any ownership or any other
rights in the Data Sets.

2. Confidential Information. For the purposes of Section 8.1 of the General Terms and Conditions
of the PCA, the Data Sets are deemed to be UNICEF’s confidential information and all of the
obligations in respect of such confidential information set out in Section 8 of the General
Terms and Conditions of the PCA apply to your processing of the Data Sets. You will take the
Additional Security Measures described in the Annex to this Agreement.

3. Filing System and Access. Your processing of the Data Sets is limited to the Data Sets. For Data
Sets that you will be collecting, you will collect, store and otherwise process the Data Sets
through the Filing System described in the Annex to this Agreement. For Data Sets that you
will be provided access to, UNICEF will make the Data Sets available to you through the Access
Modality described in the Annex to this Agreement. To the extent that such access is provided
through access credentials (such as password protected means), you agree to treat all such
access credentials as Confidential Information and to take all reasonable precautions to
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prevent unauthorized or accidental disclosure of such access credentials. You will not share
such access credentials with any person except your Authorized Data Processor Personnel.

Permitted Purpose Only. You will only use the Data Sets for the Permitted Purpose specified
in the Annex to this Agreement and no other purpose. You will not use the Data Sets, and you
will ensure that your Authorized Data Processor Personnel and Authorized Data Sub-
processors (if any) do not use the Data Sets, for any other purposes, including (but not limited
to) developing analyses, publications, product or service offerings to customers or other third
parties, without the express prior written consent of UNICEF and, if relevant, the Third Party
holder of the Data Sets.

Authorized Data Processor Personnel. Access to the Data Sets under this Agreement is limited
exclusively to your Personnel that need to be involved for purposes of performing obligations
under this Agreement (“Authorized Data Processor Personnel”). You will keep a list of your
Authorized Data Processor Personnel that has access to the Data Sets and you will share that
list upon request with UNICEF. You will be responsible for the compliance by your Authorized
Data Processor Personnel with the conditions on access set out in this Agreement.

Authorized Data Sub-processor. Only those of your sub-contractors or affiliates that are
approved by UNICEF and that sign a separate agreement with you substantially consistent with
the terms of this Agreement can receive access to the Data Sets (“Authorized Data Sub-
processor”). You will impose the same requirements relating to data protection and non-
disclosure as are imposed upon you under this Agreement to the Authorized Data Sub-
processors and you will remain responsible for compliance with such requirements by such
Authorized Data Sub-processors.

Compelled Disclosure. If you or any of your Authorized Data Sub-processors receive a request
for disclosure of any of the Data Sets under any judicial or law enforcement process, before
you make the requested disclosure, you will give UNICEF (to the UNICEF Data Manager
identified in the Annex) sufficient notice of the request prior to any disclosure being made in
order to allow UNICEF to have a reasonable opportunity to take protective measures or take
such other action as may be appropriate and will notify the relevant authority of this.

Data Protection Standards. You confirm that you have a data protection policy in place that is
consistent with UNICEF’s Policy for Personal Data Protection and meets all applicable data
protection standards and legal requirements and that you have uploaded it on your UN Partner
Portal profile. You will apply such policy in the storage, processing, retention and destruction
of the Data Sets. If you do not have your own data protection policy in place or if your policy
does not meet at least the protection standards of UNICEF's Policy for Personal Data
Protection, you will comply with and apply UNICEF’s Policy for Personal Data Protection in the
performance of your obligations under this Agreement.

Safeguards and Control of Data. You will implement appropriate organizational,
administrative, physical and technical safeguards and procedures to protect the security of the
Data Sets, including against or from accidental or unauthorized destruction, loss, alteration,
disclosure, access, or unplanned loss of availability in line with Annex 3.

Security Incident. You will immediately notify UNICEF (to the UNICEF Data Manager identified
in the Annex) if there is any actual, suspected or threatened unauthorized or accidental
disclosure of the Data Sets or other Security Incident affecting the Data Sets and you will
implement all necessary damage mitigation and remedial actions as per your security incident
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management procedure and UNICEF’s instructions. UNICEF will report the incident through
the required channels in accordance with the UNICEF Procedure for Personal Data Breach. For
these purposes, “Security Incident” means a breach of security leading to the accidental, or
unauthorized destruction, loss, alteration, disclosure, access, or unplanned loss of availability
of personal data processed or stored by the Partner.

Access Period; Termination. The access and permission given to you under this Agreement is
limited to the Access Period. Unless otherwise expressly stated in the Annex, the Access Period
is defined as the duration of the relevant Programme Document. UNICEF may, but is not
obliged to, agree to extend the Access Period upon your request. If you or any of your
Authorized Data Processor Personnel or Authorized Data Sub-processors breach any of the
conditions set out in this Agreement, UNICEF may terminate your access to the Data Sets and
withdraw its permission for you to continue to process the Data Sets with immediate effect.
UNICEF may also terminate the PCA in accordance with Section 13.1 of the General Terms and
Conditions of the PCA.

Data Subject’s Right to Information and Access Requests. If you or any of your Authorized Data
Sub-processors receive a request from a data subject to access, rectify or delete its personal

data or obtain information about the data processing, you will immediately notify UNICEF (to
the UNICEF Data Manager identified in the Annex) of such request. You will provide your
reasonable cooperation to UNICEF to address such requests in accordance with the
mechanisms set out in Annex 2 of the UNICEF Policy on Personal Data Protection.

Return / Destruction of Data. Unless otherwise expressly indicated in the Annex to this
Agreement, when the Access Period ends, you will transfer and return to UNICEF all the Data
Sets, or, at UNICEF's option, irrevocably destroy by applying industry standards all copies of
the Data Sets held by you and your Authorized Data Processor Personnel or Authorized Data
Sub-processors and confirm such destruction to UNICEF in writing. For the avoidance of doubt,
the requirement to destroy the Data Sets does not apply to Data Sets held within a UNICEF
Filing System.

Survival of Obligations. Your obligations under this Agreement will survive the expiry of the
Access Period or the earlier termination of this Agreement or the expiry or earlier termination
of the PCA.

Disagreements. Any disagreements or conflicts relating to this Agreement or the Data Sets
will be addressed in accordance with Article 12 of the PCA.

Nothing in or related to this Agreement will be treated as a waiver of the privileges and immunities of
the United Nations and its subsidiary organs, including UNICEF.

Please confirm your agreement with the conditions set out in this Agreement, on behalf of your
organization, by signing, dating, and returning to us the enclosed copy of this Agreement. As soon as
we receive the copy of this Agreement countersigned by you, this Agreement will come into effect.

We look forward to working with you for the implementation of the Programme.

Yours sincerely,
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VA

Luz Angela Melo
Representante Unicef Ecuador

1\w%1ﬁ/z)
CONFIRMED AND AGREED ON BEHALF OF [FLACSO ECUADOR]:

g
%ﬂffj, 28 AGD 2023

Date:

Name: Felipe Burbano de Lara
Title:  Director
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ANNEX 1
Personal Data Processing Details

[Instruction: Before entering into this Data Processing Agreement, you need to ensure that the
personal data processing of the Implementing Partner for the purposes of the project complies with
the UNICEF Policy for Personal Data Protection. If UNICEF acts as controller and the processing is
likely to involve high risks to the rights and freedoms of the data subjects, in particular when new
technologies are involved, a Data Protection Impact Assessment (DPIA) must be conducted prior to
the processing. Even if you are not obliged under the Policy to conduct a DPIA, you may conduct
such assessment. Risk assessment findings provide valuable information regarding appropriate
project mitigations and safeguards to be implemented to ensure compliance with UNICEF’s Policy
on Personal Data Protection. You will find guidance on the DPIA on the data protection website of
Data for Children or you can request support through the Evidence Helpdesk]

This Annex applies to, and forms an integral part of, the Data Processing Agreement between UNICEF
and the Partner named below under the Programme Cooperation Agreement (PCA) referenced below.

1. OVERVIEW

Partner : ; S :
Facultad Latinoamericana de Ciencias Sociales, Ecuador
Pradera y Diego de Almagro

PCA
PD ECU/PCA202371/PD2023168

Programme Implementacion de un modelo de gestion local para aportar a la estrategia de
reduccion de la desnutricién crénica infantil en parroquias y cantones
seleccionados de la provincia de Chimborazo.

Partner Data NA

Protection Policy

UNICEF Data Katherine Silva, Oficial de Salud y Nutricidn

Manager

Partner Data Veronica Legarda/Guillaume Fontaine

Manager veronicalegarda@gmail.com/gfontaine@flacso.edu.ec
Access Period From October 2023 to July 2024

UNICEF Ethical N/A

Review

Committee/Board
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2. DATA SETS
[Instructions:

For each data set, fill out the required information below. Add more lines below depending on how
many data sets are involved. The processing of personal data must be relevant, limited and adequate to
what is necessary in relation to the purpose(s) specified for processing. So, it is important to only share
the data that the Partner actually needs to do its work under the Programme. In some cases, this may
only be a subset of an original data set. If UNICEF is sharing data that we received from a third party (e.g.
the government, private sector partner or another implementing partner), then make sure you have the
required permission to share that data and that any conditions/restrictions on sharing are appropriately
reflected in this Annex. Include a detailed description of each data set or components of data sets]

[

Data Set The data will be collected by FLACSO in the localities hat will be intervened.
Originator Besides, for data management, the FLACSO team will use Google Drive, which will
be managed through institutional email accounts. This Drive folder will be linked
to the Blackboard platform, which is the platform used by our institution.

Description of The FLACSO team will gather data regarding the quality of health services in the
Data Set targeted communities, as well as information about knowledge, attitudes and
practices related to parenting and early childhood. All this information will be
collected by hand and subsequently digitalized for processing. Data collection is
planned to take place between October 2023 and April 2024.

Permitted
Purpose for Data
Processing

Conditions/Restri
ctions on Data
Processing

Access Modality

Filing System

Data Set N/A

Originator
Description of
Data Set
Permitted
Purpose for Data
Processing
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Conditions
Restrictions on
Data Processing

Access Modality

Filing System

3. DATA COLLECTION

[Instructions: if the Partner will not collect new Personal Data as part of the work under the Programme,
please delete this section]

[Instruction: If CONSENT is not the legitimate basis for data collection and processing, please contact the

Evidence Helpdesk]

Consent Form

The legal basis for collecting new Personal Data will be: CONSENT.

After having provided the required information to the data subjects in line with the
next section, the Partner will ensure that appropriate consent forms are obtained
by it for each data subject for which the Partner will collect data.

The consent form to be used for the processing of data under the programme [has
been approved by UNICEF and the Partner and is attached as Annex 2] OR [is
subject to UNICEF’s approval before use].

The consent form will clearly indicate that the Partner is collecting the data on
behalf of UNICEF and that the data will be shared by the Partner with UNICEF [and
the Government] only for the Permitted Purpose.

The consent form will be collected and stored as follows: [specify whether it is
paper form, mobile/tablet/other device, etc.]

[Consent will be recorded in a secure Filing System.]

If a data subject raises concerns of providing his/her data and consent, the Partner
will not try to convince the individual to provide the consent, but instead inform
that UNICEF takes any concerns seriously and will provide professional support and
immediately notify UNICEF.

Information
about the
Processing of
Personal Data
(Privacy Notice)

When collecting Personal Data, the Partner will inform the individuals (data
subjects) about the personal data processing, in line with Annex 2, including

the legal basis for processing their data (CONSENT)

The alternatives, if a beneficiary does not want to provide his/her consent
the specified purpose for which the data will be used

who will obtain access to the data

what measures are taken to keep the data secure

when the data will be deleted and

what rights the individual has on the data, namely right to access, rectify
and delete the data and where to request these rights.

4. SECURITY MEASURES
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Additional
Security
Measures

4. DATA TRANSFER, RETENTION, AND DESTRUCTION

Transfer of Data
Sets

Retention /
Destruction of
Data
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ANNEX 2
Form of Consent to be provided by Data Subjects

Consentimiento informado

k., con nomero de
Cl s w5 " como paciente, 0 como representante
e O R S Tl momi e e AR en pleno uso de mis facultades, libre y

voluntariamente declaro haber sido informada/o por el personal que el establecimiento de
salud esta realizando actividades para mejorar la calidad de la atencion que brindan a sus
pacientes/usuarios.

Se me ha explicado que, para dicho fin estin acompafiando al paciente/usuario/ representante
y realizando observacion de la atencion recibida en las diferentes areas o servicios del
establecimiento de salud, desde el momento de su llegada hasta su finalizacion.

Con esos antecedentes, autorizo que me acompaien durante el tiempo que estoy en el

establecimiento de salud, y se observe la atencion que recibo.

Ciudadde........ooovvieiiiiiiiiiiannan, s Bisson Bt nemamemensmemmmmmmgn) de 202....

Nombre: Firma: Teléfono:

Nombre de solicitante: Firma de solicitante:
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Autorizacion de Grabacion

Y O T R A R RO TR con nimero de CC.
...................................... como  paciente/usuario, © como  representante
T T — . en pleno uso de mis facultades, libre y voluntariamente

declaro haber sido informada/o de que el personal del establecimiento de salud para mejorar la
calidad de la atencion que brindan a sus pacientes/usuarios.

Se me ha explicado que estan realizando reuniones de 4 a 6 personas (con embarazadas
y madres/padres de nifias y nifios menores de 2 afios) para identificar dificultades que
enfrentamos las personas en la prestacion de los servicios.

Con esos antecedentes, autorizo la grabacion de mi participacion durante el desarrollo del grupo
focal.

Cidad: 38 mannsiiis et s - TS, R de 202....
NOMDIEE socivimvimvivmivassassesams | 3301 1 - DT
6 1) (1o T T
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ANNEX 3
Information Security

This Information Security Annex forms an integral part of the Agreement to which it is attached. Any
capitalized terms not otherwise defined herein will have the meanings set forth in the Agreement.

In addition to requirements set forth in the Agreement, the Implementing Partner will:

1. Comply with UNICEF instructions on IT security and agrees to be subject to UNICEF information
security reviews and/or audits, when requested.

2. Possess throughout the term of the Agreement:

2.1. Incident detection measures and ensure incident response processes including its escalation to
UNICEF.

2.2. Information Security awareness process to train users according to their roles and
responsibilities.

2.3. Appropriate security controls for the processing of Personal Data, as well as sensitive non-
personal data, and provide UNICEF upon the signature of the Agreement with a description of
such security controls, which shall include at least

a)
b)

c)

d)

e)

The pseudonymization of Personal Data, secure hosting and encryption of all data;

The ability to ensure the ongoing confidentiality, integrity, and availability of processing
systems and services;

Basic email security controls to prevent own email domains being spoofed or
communication altered in transit;

A process for regularly assessing vulnerabilities and evaluating the effectiveness of the
security controls implemented;

The regular verification, evaluation and assessment of the security controls. Such measures
shall at least include mechanisms to:

Enforce multifactor authentication for any user access to Personal Data;
Ensure encryption of data while in transit;

Ensure organization-owned devices and systems are regularly updated;

Bwo N e

Ensure that all files and databases containing UNICEF data are backed up on a daily
basis and paper-based information is duly secured in protected premises;

5. Enforce system access controls, including secure credential management, granting
user access while enforcing principle of least privilege, access recertification,
revoking user access, administrative access and administrative user access
management;

6. Putphysical access controls in place and ensure physical security measures specially
targeted to protect paper based Personal Data are in place and aligned with the
highest industry standards.



